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ABOUT THE DOCUMENT

This document describes the procedure for procuring the Digital Signature Certificate
(using USB tokens) from Tata Consultancy Services - Certifying Authority (TCS-CA)
for the MCA-21 e-filing.

GETTING STARTED

To start the process, procure the Digital Signature Certificate Enrollment Kit from
TCS-CA or its Registration Authorities. The kit contains:

e USB Token (Aladdin eToken)
e Installation CD. This contains:
Q USB Drivers
Q Mozilla Firefox
O TCS FileSigner Plus Evaluation Copy

Note:
e Use the Installation CD to install the USB Token driver.
e FEnsure the following before installing the USB token driver.

v'  System Requirement:
o Operating System: Windows 2000, XP
o Browser: Internet Explorer 5.5 and above
v" You should have the Administrator privileges for installing the
USB Token Driver.

USING ALADDIN ETOKEN

To install the eToken:

1. Insert the CD into the CD drive of your computer.

2. To install eToken driver click on etoken_driver_aladin.msi Windows
Installer Package. Accept the License Agreement and proceed with
installation.

Insert the eToken USB Token in the USB port of the computer, if prompted
Restart the computer after the installation is complete.

You can now see the eToken Properties from the Start Menu by selecting
Programs>eToken.
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Note: The default password for Aladdin eToken is "1234567890". Please change
the password the first time you use the token since login with the default password is
not allowed.

To change the Password of eToken:

1. Click Change password on the eToken Properties screen and the following
eToken Properties dialog is displayed.

2. Enter your current eToken password in the “Current Password” field and the
new password in the "New Password” field. Confirm the Password and click
OK

eloken Properties |E

¢Token

Current Token Password: | LAl Ll

| Passwiord quality

Mew Token Password: | [TITTIYY Y |

Confirm Token Password: | LTI YT |

A gond password is at least & characters lang and a cambination af various
lower case and upper case characters, numbers, and punctuation marks,
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REGISTRATION

To enroll for and manage your Digital Signature Certificate, you must register for a
user account. To register for a new user account:

1.

2.

Visit the Registration authority (RA) website and click on the link related to
Digital Signature certificate.

Click the New User? Register link on the Login screen (shown in the figure
below).

Digital Certificates | How to Enroll...

Getting Started » System Requirements m
Ensure that all the systemn requirements are met - B
before proceeding with enrollment. I Hew User? Reqister

Member Login

o - Download Certificate

3. Enter the details in the new subscriber Registration Form.
Registration Form

Hame * | |

E-mail Id * | |

User Id* | |

Password * | |

Confirm Password * | |

Type of user * |Individual user V| : :

. i i | Others |£||
Registration Authority * four - Registration Authority
Note:

Ensure that you remember the User ID & Password as you will need this
information to access your account.

In the Type of User field, enter “Individual” and in the Select Individual user
Type field select the option "Others”.

Registration Authority is the office through which you are applying for a digital

Sig

4.

nature certificate

Click Submit. A filled-in Registration form is then generated on the screen.
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SUBMIT ONLINE REQUEST

Note: Before proceeding, ensure that your USB Token is plugged into the USB port
of your computer.

On successful registration, you will be redirected to your personalized Certificate
Management Center screen, which displays the simple 4-Step enrollment
procedure.

o » Step-2: Validation documents as per "The IT Act, 2000"
Step-1: Enroll for a Digital Certificate
+ Submit physical copies ofthe completed Certificate Request
* Choose the Enrell option or click here to enroll and generate Form and supporting validation docurments.
wour Digital Certificate key pairs.

hlore ==
More ==

Step-3: view your request status Step-4: Download your Digital Certificate
+ Choose the View Status option or click here to check the * Afteryou receive the email notification, choose the View
status of your Digital Certificate request, Status option or elick here to download your Digital Certificate.
More == ore ==

Enrolling for your Digital Signature Certificate:

1. Go to Step-1 in the ‘Welcome to the Certificate Management Center’ screen.

2. An enrollment checklist pops up listing the system requirements. Read the
enrollment checklist carefully and make sure that all system requirements are
met. Click Close to close the checklist and start the online enroliment.

3. Choose the following options in the enrollment form to be filled:

e Certificate Class » Class-2 Certificate (By Default)
e Certificate Type » Signing Certificate (Single Key Pair)
¢ Do you have a certificate request already generated? » No.

Content of your Digital Signature Certificate:

1. Enter all your personal details exactly as you would like them to appear on
your certificate.
Note: Once your request is generated, these details cannot be changed.

2. Ensure that all information provided is factually correct as there is a legal
significance attached to Digital signature Certificates.

3. Ensure that you enter your correct Email ID, as you will not be able to
download/use your certificate if an incorrect/invalid Email ID is provided.
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Type of Cerificate Help =

Certificate Type * Signing Cedificate (Single Key Pair)  »

Do you have a cedificate request already generated? C‘ Yes '@' Mo

Contents of your Digital Certificate Help 7
Common Name * (eq: Anish k. Srivastava)
E-Mail Address * (eq: Anishig@atc tos.co.in)
Organisation * Tata Consultancy Services - Cerifving Al reg: TCS Ltd)

Crganisation Unit TCS-CA - Registration Autharity

Organisation Unit * Individual - Others (eg: B and D Divisiom
AddressLocality © (eq: Mumbai)

State *

(eq: Maharashtra)
Country Code [~

Towards the bottom of the screen, you will see an option to select the Cryptographic
service provider. The Cryptographic Service Provider (CSP) is the software that
generates the cryptographic keys for your digital signature certificate. These keys
form the basis of your digital identity and will be used for digital signing and
encryption operations.

In order to generate the cryptographic keys on your eToken, select the EToken
Base Cryptographic Provider from the dropdown menu on the enrollment page
shown as follows:

Select the Cryptographic Service Provider
The Cryptographic Service Provider or TSP is a program that generates your publichrivate key pair.

NOTE : Indian T Act stipulstes that vou use 1024 bit length keys. In case your broveser does not suppaort 1024 bit keys, your
brovwser has to be updated with the relevant patches.

Choose the appropriste CEP belovw depending on where you plan to store your private key. If you use s special device such
as a smart card, please select the appropriate provider az directed by the manufacturer.

Cryptographic Service Provider *

eToken Base Cryptographic Provider

Generate Request:

After filling the online enrollment form, review the information provided (paying
special attention to the Email ID) and click Generate Request to generate your
certificate request.

Subscriber Agreement
By applyving for, submitting, or using a Digital Cerificate vou are agreeing to the terms of the TCS-CA Subscriber Agreement

Generate Request
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Note: Once your certificate request is generated, you cannot change any
information. Ensure that all information is correct before you proceed.

The following dialogue box appears. Confirm your details and click OK

b Fisam corfirm s E-Mad 10: sharadhianalfiabe tonca.n

= A information relabed ba your anline requesk and certificate, induding the suthentication PIN
ratpaesd Fer diwriting our carlifiealn vl ba pent to s E-Had 1D

¥ o E-Mad [0 i ooemeck, ok 0K, 1F ok, cick CARNCEL and comedt & inthe Endoliment Fome.

3 S =

Click Yes to request for a new certificate.

Potential Scripting Yiolation X

This Web site is requesting a new certificate on wour behalf, ¥ou should allow only trusted \Web sites to request a
! certificate Far wou,
Do wou want ko request a certificate now?

Yes

Enter the password for “eToken” when prompted and click OK.

eToken Properties &

eToken

Enter eToken passwaord

eToken:

Password: | ssssssess| |

-

On successful completion of enrollment, you will see the below screen. Note the
request number (highlighted below). Print this form for your records by clicking
Print
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| Certificate Enroliment Form for Request Mumber - 29798
|arine e Class CLEEE)
|carinezie Trpe | Bsgring Cenncats e ey Pan
|Comnents of your Digital Conificats Remis
|Pame | TestUzer
|cruarizatnn Tl Corsgualinnsy Skt - Corblyng Sabaily
|orpanizaton une | Indimidial - Others
|-l Antireas. M L M. 0
|izity |Tent
|5tate Andhis Pradesn
Tipartant:
1. Print this Enrallment Farm b dicking [Print] Sumon
‘ =
Go ko Shopr?

Once your Digital Signature Certificate is generated, you will receive an email
notification. The notification includes detailed instructions and an Authentication PIN
that has to be entered at the time of certificate download.

Note: Download the certificate on the same eToken where the Key Pair was
generated. For this, insert the eToken used during certificate enrollment into the USB
port of your computer.

To download your Digital Signature Certificate:

1. Go to your Registration Authority Website
2. On the screen that is displayed, click on Download Certificate

Digital Certificates | How to Enroll...

- .
Getting Started » System Requirements

Ensure that all the systemn requirements are met

before proceeding with enrollment. (ZFTF) New User? Register

Member Login

— e e
—
Registration » Register for your User Account

3. Enter your User ID and Password and click Submit.

User Login

User ld ™ | |

Password * | | [ Submit J
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Note: If you do not remember your User ID and/or Password, please contact your
RA Administrator.

Go to Step-4 in the Certificate Management Center for downloading the certificate.

The Enrollment procedure requires you to go through the 4 steps outlined below.

Important:vou are connected to TCS-Certifying Authority secured wehsite, To make sure you connect smoothly, your brovwser should have the root
cettificates of the Controller of Certifying Authorities (CCAY, Government of India and TCS-Cerifying &uthority installed in your brovwser.

Click here for installation instructions >

Step-1: Enroll for a Digital Certificate Step-2: validation documents as per "The IT Act, 2000"
s Choose the Enroll option or click here to enroll and generate & Submit physical copies ofthe completed
your Digital Certificate key pairs. and supporting validation documents.
More == More ==
Step-3: Wiew your request status Step-4: Download your Digital Certificate
» Choose the View Status option or click here to check the = Afteryol receive the email notification, choose the View
status of your Digital Certificate request. Status option Dr download your Digital Cerdificate.
More == hiare ==

1. Click on click here link in ‘Step-4’ section.
2. Click on your Request Number to initiate the download process.
3. Verify the details of your certificate. Contact your RA Administrator if there is a

problem.
4. Enter the Authentication PIN, emailed to you during the enrollment process.

Note: Ensure that the USB Token is inserted in the USB port before you download
the Certificate.

Authentication Pk c MARARTEWEM }

Esck | F:l-'jl-'l:t

5. Click Download. The following message appears.

Microsoft Internet Explorer

2 The Certificate can only be downloaded on the same machine from which the request was generated. Click 'OK' to
\-"‘r/ proceed of "Cancel' to stop the download process.,

d oK R]:)[ Cancel ]

6. Click OK. The following message will be displayed thrice.
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Potential Scripting Violation :

' This web site is adding one or more certificates to this computer, allowing an untruskted Web site bo update wour
- certificates is a security risk. The Web site could install certificates wou do not trust, which could allows programs thak
wou do nok brusk to run on this computer and gain access to vour data,

Do wou want this program to add the certificates now? Click Yes if wou trusk this \Web site, Otherwise, click Mo,

Yes Mo

7. Click Yes. The following certificates are downloaded:
¢ CCA Certificate
e TCS-CA Certificate
¢ End user Certificate

CONFIRM THE DOWNLOAD INTO ETOKEN

The following steps will confirm successful download of your certificate.
1. From the Start menu, select Programs >eToken >eToken Properties.

T Accapsories
) Coster Syuberrs VPN Jierd »
> EXT - 15 oo

) Seawtp
¥ {7 Symarkoc dionk Socusky
& varze
£ Ineemer Espiotes
W M Epitrs
) Cusbock Dz
= Pomote Assstance
&) wandewsHedia Plaver
A werdaus Eemsenger

ional

Windows XP Profess

i start

2. When you insert your eToken key, the following screen is displayed. Click the
Advanced tab.

= eToken Properties

eToken
=D 0 refesn 0 e
E" [ Charige password... ] [ Rename €T oken... I
Lﬂm AL HREE —
| Name aToken
! Type PRO (Card 0S/M4)
| P version 4254 [(8514]
\“' | Uses Presert
3 " Administrator Presert
aToken (NG Il 407d014
| Smarteaed ID 21583021420
| Tolal Memory Capacily 2768 bytes
| Langest free block 20809 bytes
| Color Blue
FIFS mode o
| Reader nams AKS itdh 0
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3. Provide your eToken password and click OK.

eToken Properties &

eToken

Enter eToken passwaord

eToken:

Password: | ssssssess| |

-

4. The following Dialog box appears. You can view the details of the eToken.

‘= eToken Properties |Z”Z\gl

¢Token
‘M‘ﬂ Refresh ?E Help
e

Local Machine

Details | et | Centificates & keys!

Change passward.."

\._’ MName
Type eToken R2
MNONAME [AKS ... Firmware version 2.4.4.2 [xd422]

eToken 1D 0x0001c4b2
Total memary capacity 30800 bytes
Free memory 27736 bytes
Largest free black 27680 bytes
Color Green

Reader name AkSifdh0

3. Click Certificates & Keys. You can view your Certificate, Key, and the details
like Certificate serial number, Issuer details, Certificate validity etc.

Details || Settings Eettiﬁcates&ke_l,lsl
Z=Exchange key <fed0a72d-3042-4b1c-99a2-b0obl .., __Impnrt oA Chaim..

Set as Default

Key Pratection. ..

Wersion W3 -
Serial nurmber 200c 1
Signature algorit... RSA_SHAIRSA

Issuer IN, India PRI, TCS CA, Tata Consultancy Services Cerkifyi,,, —
Yalid From Friday, March 03, 2006 5:43:59 AM

Yalid to Saturday, March 03, 2007 5:43:59 AM

Subiject Test User, TC3-CA - Registration Authority, Individual - ... %

Import Certificate. ., Mare,.. H Refresh
'l'
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